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Aby¥ac The Fourth Industrial Revolution (4IR) stands poised to transform the
geop&litiés and geoeconomics of the Great Power Competition (GPC) as digital
and cyber worlds permeate societies, governments, and nation-states. The United
States must reconceptualize its public—private approach to cybersecurity, starting
with the Defense Industrial Base (DIB). As policymakers continue to grapple with
the COVID-19 pandemic, the World Economic Forum (WEF) warns that “we should
prepare for a COVID-like global cyber pandemic that will spread faster and further
than a biological virus, with an equal or greater economic impact” (Davis & Pipkaite
in What the COVID-19 pandemic teaches us about cybersecurity—And how to
prepare for the inevitable global cyberattack. World Economic Forum, 2020, [3]).
Despite this warning, the new cybersecurity regulations being rolled out under what is
commonly known as Cybersecurity Maturity Model Certification (CMMC) are inad-
equate to protect the DIB from future cyber threats. Underpinned by the conceptual
framework of stakeholder capitalism, this chapter posits that cybersecurity regula-
tions must be reimagined to foster greater process and systems agility, transparency;,
and trust between the government and the private sector.
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Data and technology form the most critical foundations of today’s digital era. Near-
complete digitization of nearly every critical process and system means that cyber-
disruptions can set off a chain of events that culminates in the failure of an entire
system. The global community no longer enjoys the luxury of moving back to an
analog era—we are too dependent on new technology, too dependent on data, and
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too dependent on the Internet of Things (1oT) driving the Fourth Industrial Revolu-
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Underpinned by stakeholder capitalism, new fiduciary responsibilities must
elevate cyber-governance requirements in both public and private institutions. A
cybersecurity infrastructure bill, like the one passed for physical infrastructures such
as roads and bridges, is not only necessary but critical to ensuring parity concerning
cybersecurity posture for all DIB companies. Significant investments in the cyber-
infrastructure of businesses, including hardware, software, and human talent, should
be made in exchange for stronger fiduciary cyber-responsibilities and reporting
requirements for public and private companies. A transformed corporate culture and
private sector that emphasizes cyber-hygiene ensure that threats are taken seriously
and build trust between consumers, corporations, and government. Public—private
collaboration that invests in business cybersecurity first and foremost will position
the United States uniquely within the modern GPC. As Robert Metzger noted: “Gov-
ernment and industry leaders must accept that the best of present defenses may only
drive adversaries to aggression directed where defenses are weak or absent” [18].
“National Security” spending and defense budgets garner near-universal bi-partisan
support, which makes the DIB a logical starting point for PPPs as a model for
cyber-collaboration deployed within a framework of stakeholder capitalism.
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Cybersecurity breaches, including unauthorized access to networks, applications,
and data, have caught the attention of governments worldwide and, as a result, are
working on rolling out rules and standards intended to protect controlled unclassified
information in public and classified procurements. Such rules and standards are being
developed under the auspices of what is commonly known as CMMC, a unifying
new certification model to ensure that cybersecurity contractors adequately protect
sensitive information. This government-led approach will be insufficient and is too
narrowly focused on meeting the needs of the DIB because the tools and certification
processes will inhibit continuous system improvements, hinder agile development,
and reduce transparency and trust between stakeholders.

Given the DIB’s significant dependence on digital devices and information, inade-
quate cyber-posture is a significant threat to U.S. hegemony. Indeed, U.S. hegemony
derives specifically through the interconnectedness of global markets and institu-
tions that are most at risk from a future cyber-pandemic. After notable government
breaches in 2015, most memorably, of the Office of Personnel Management and the
Internal Revenue Service, which resulted in 21.5 million records stolen, the govern-
ment issued mandates requiring cybersecurity contractors to protect CUI residing
in non-Federal information systems and organizations [
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data loss contribute to the erosion of the DIB and harm U.S. government interests
with the GPC.

A unified framework is needed to combat adversarial attacks that would result
in the eventual dethroning of the United States as a major contender in the GPC.
To its credit, with CMMC 2.0, a revised and updated version of CMMC, the U.S.
government is attempting to consolidate multiple cybersecurity and resilience frame-
works proposed over the last several years to combat rising cyber insecurity. A recent
study identified more than 25 research activities across 36 industries that attempted
to clarify the disparate frameworks [23]. Furthermore, a simple search in Google
Scholar brings up more than 10,000 results for the “cybersecurity maturity model”
and around 12,000 hits for “cyber resilience maturity assessment” [23].

CMMC attempts to address the significant question of how to protect the business
from cyberattacks; however, it does not achieve its aims (even the latest 2.0 version),
because the framework fails to adequately promote transparency between the private
and public sectors; it does not effectively incentivize continuous improvement in
cyber hygiene practices; and because it will create further regulation that does not
improve the U.S. security posture, particularly when compared to the speed and
innovation of cyberattacks from adversarial state and non-state actors. This static
framework creates significant issues for the DIB, especially when many small and
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Imbalanced applications of cyber policy also occur in the government sector
outside of the defense and intelligence communities [2]. DIB sector leaders have well-
established operational cyber defense programs, while less well-resourced small and
mid-sized companies lag behind these benchmarks. The frequency of outsourcing
and subcontracting in modern manufacturing further challenges cyber policy applica-
tion. Airbus has 1676 publicly disclosed “tier one” suppliers and has over 12,000 “tier
two and below” suppliers. General Motors has 856 and over 18,000 of each, respec-
tively [14]. The “lower tier” businesses are significantly more likely to lack critical
cybersecurity infrastructure, including a security information and event management
(SIEM) system and the in-house cyber expertise with which to operate it.

Notwithstanding the cybersecurity improvements needed for the “traditional”
DIB and sector leaders, investments and programs that target “non-traditional” DIB
and lower-tier suppliers are imperative. As noted in Farhadi and Galloway, the
operating space of the future GPC will likely no longer be waged with conven-
tional weapon systems built by corporations in the “Aerospace and Defense” sector,
urgently warranting the identification and integration of non-traditional and commer-
cial technology companies into the DIB (2022, In Press). The scope of non-traditional
DIB could also be expanded to include innovative commercial technology compa-
nies, including those identified through initiatives of the Defense Innovation Unit
(DIU) in Silicon Valley.

CMMC practitioners and cybersecurity policymakers could coordinate efforts
with the DIU and venture capital groups such as In-Q-Tel to bring innovative compa-
nies into the DIB. Many of these innovative, lower-tier, non-traditional DIB compa-
nies may need increased cyber protection immediately despite not holding a govern-
ment contract that requires them to do so. Startups at universities also fall into this
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warfighters, is a top priority for the Department. CMMC is a key component of the
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of a comprehensive SIEM solution is over $600,000 per year [6]. These costs do
not include CMMC certification and other big-ticket items, such as cybersecurity
insurance. The high costs may: (1) deter many companies from true implementation,
or (2) cause a number of innovative companies to forego working with the cyberse-
curity altogether,or (3) create a quasi-monopoly of secure large businesses, reducing
innovation and competition within the DIB.
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The DIB and CMMC practitioners should re-evaluate the benefits and drawbacks
of the agile methodology in the context of a cyber-pandemic. The agile method-
ology relies on trust and collaboration to develop, deploy, and iterate solutions
quickly and incrementally. CMMC policy itself would be well-served by imple-
menting this methodology to govern its protocols. However, agile methodology also
creates vulnerabilities in cybersecurity for businesses and technology companies
that CMMC is not built to address. Many companies deploy products and systems
on a model of “field it fast, fix it later,” resulting in unfixed vulnerabilities in their
software [8]. In 2013, hackers accessed a Microsoft database that contained descrip-
tions of critical and unfixed vulnerabilities in its software, including the Windows
operating system [17]. The unfixed vulnerabilities allowed hackers to develop tools
(or weapons) to target the American business part of the WannaCry and NotPetya
attacks in 2017 [21]. To achieve a more robust level of security and reduce threats to
businesses in the digital age, governments will need to step in and hold digital service
providers and the manufacturers of ICT technology accountable for ensuring their
products maintain adequate safety standards [8]. Ultimately, the paradigm of “field
it fast, fix it later,” which continues to hold sway in the technology industry, plays
a determining role in this accountability. Traditionally, slow corrective actions for
patches also plague many large businesses. Languid patch implementation following
avulnerability disclosure has led to multiple hacks and cyber-defense failures. While
CMMC has controls that attempt to address this problem, specifically RM 2.143, CM
5.074, and MA 2.111, they may not solve the problem systematically for reasons
discussed later in this chapter.

The United States maintains a National Vulnerability Database that incorporates
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Resilience and vulnerability disclosure requirements, a cybersecurity hygiene score,
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The Common Vulnerability Scoring System (CVSS) developed by NIST/NVD offers
the DIB a practical model that can be expanded and applied to CMMC in the form of
a cyber-hygiene score. Owned and operated by a U.S.-based non-profit, CVSS uses
an open framework for communicating the characteristics and severity of software
vulnerabilities to the industry [20]. A transparent cyber-hygiene score specifically
tailored for CMMC requirements could help differentiate companies that institute
best practices and create systems visibility among lower-tier suppliers even if they are
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or adversary-controlled supply chains. To enforce such a system, an industry asso-
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DIB utilizes a SIEM, primarily due to a lack of financial resources or technical
expertise. An open-source public—private SIEM would greatly improve information
transfer between government and industry, thereby expediting responses to threats
and attacks.

Implementing technology is not the only consideration when achieving CMMC
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and users of the cyber-domain as a technological construct can supervise and repair it.
The U.S. government and the DIB can develop open-source, agile groups that respond
quickly to adversaries. Dialogue can be improved between private companies and
government by introducing public—private partnerships that encourage information
sharing and cooperation rather than discouraging it. “Voluntary event sharing [is
still limited as]... many companies refrain from sharing sensitive data about their
information systems and their security experience” [18].

Achieving cyber-resilient critical infrastructure for businesses poses significant
challenges. Society relies on infrastructure and services extending beyond a specific
organizational entity; yet, existing cybersecurity maturity models typically aim to
assess a single organization [11]. Shaked et al. note that the United States must
reimagine critical infrastructure and services and explore cyber-resilience as a system
property [22]. This can only be achieved by developing a system that encour-
ages cooperation, develops clear and consistent frameworks for enforcement, and
emphasizes transparency concerning the systems that underpin the digital ecosystem.

Without specific initiatives such as the cybersecurity infrastructure bill, C3PAO
reforms, and a cyber-hygiene score, many small and even medium and large-sized
companies may become ineligible for cybersecurity contracts, thus reducing the
number of potential vendors that can support the DIB. Those companies that meet the
criteria at the expense of bottom-line earnings will do so reluctantly, without looking
to improve appreciably; meaning that competitors who look past profit will beat us
with great urgency. Absent the necessary shifts in cybersecurity policy towards PPPs,
more cooperative oversight, and the prioritization of human and business security,
the United States risks losing not only its competitive edge in the modern GPC but
its most vital national business resources.

Special thanks to Joseph C Dorsey for his support and invaluable contributions to
this article.
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